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Abstract

This study introduces a combination of two techniques: a modified RSA cryp-
tography and image-based steganography to improve the overall system’s
security level. The system comprises three main steps: message encryption,
random traversing path generation, and image-based steganography. We pro-
pose to use the addition of factor F along with standard RSA to the make the
cryptanalysis task more difficult. Furthermore, LSB image-based steganog-
raphy technique is used for hiding the message. However, hiding data on a
systematic basis subjects the algorithm to many steganalysis techniques. As
a result, the attacker is capable of detecting the inclusion of a secret message
within the image. As such, it is important to have an additional level of securi-
ty to enhance the protection of the data. This study proposes to use of random
pixel selection. For brute-force attack, the attacker not only needs to find the
pixels holding the secret bits, but also must determine the appropriate combi-
nation of bits in order to reconstruct the hidden data. Compared to standard
RSA and LSB techniques, the proposed system achieves a significant security
improvement with high image quality.

Keywords: RSA, LSB, Steganography, Cryptography, Random Pixel Selec-
tion.
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Algoritmo RSA modificado para ocultar texto en im-
agenes en color con seleccion aleatoria de pixeles

Resumen

Este estudio presenta una combinacidén de dos técnicas: una criptografia
RSA modificada y una esteganografia basada en imagenes para mejorar
el nivel de seguridad general del sistema. El sistema consta de tres pasos
principales: cifrado de mensajes, generacion de rutas de recorrido aleatorio
y esteganografia basada en imagenes. Proponemos utilizar la adicién del
factor F junto con el RSA estandar para dificultar la tarea de criptoanalisis.
Ademas, la técnica de esteganografia basada en imagenes LSB se utiliza
para ocultar el mensaje. Sin embargo, ocultar datos de forma sistematica
somete el algoritmo a muchas técnicas de esteganalisis. Como resultado, el
atacante es capaz de detectar la inclusion de un mensaje secreto dentro de
la imagen. Como tal, es importante tener un nivel adicional de seguridad
para mejorar la proteccion de los datos. Este estudio propone el uso de la
seleccion aleatoria de pixeles. Para el ataque de fuerza bruta, el atacante no
solo necesita encontrar los pixeles que contienen los bits secretos, sino que
también debe determinar la combinacion adecuada de bits para reconstruir
los datos ocultos. En comparacién con las técnicas estandar RSA y LSB,
el sistema propuesto logra una mejora significativa de seguridad con alta
calidad de imagen.

Palabras Clave: RSA, LSB, esteganografia, criptografia, seleccion aleato-
ria de pixeles.

Introduction

Colored images play a crucial role of our lives so that the society becomes
visually oriented [1]. Therefore, it is not surprising that image-based steg-
anography techniques play an important role in hiding information without
arousing the suspicion of the third party. In general, the term steganogra-
phy can be defined as the discipline that includes techniques for hiding in-
formation in a cover media so that the viewer cannot identify the existence
of the hidden information [2] [3]. With image-based steganography, some
image bits are replaced with bits of the secret message that needs to be hid-
den [4] . However, the main aim of cryptography is to store and transmit
data in a certain format so that only authorized persons can access and pro-
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cess them. To do this, plain text or other types of data are converted into an
encoded version. Governments, companies, and individuals typically ap-
ply encryption to protect their data and files stored on computers, servers,
cloud computing, and mobile devices such as phones or tablets. Although
encryption is widely used for protecting data, cipher text could attract the
immediate attention of a third party [5]. To strengthen the security level of
exchanging secret information, both steganography and cryptography are
used alongside by encrypting the data before carrying out steganography
[6] [7]. This combination provides double level of information security. In
practice, many challenges are associated with these methods that should
be carefully considered when designing a secure system. These include [5]
[8]: They are undetectable, robust against attacks, embedding capacity,
and computational complexity.

Many cryptography techniques are in use today. They may include: DES,
RSA, Diffie-Hellman, DSA, ElGamal, ECC, MDS5, IDEA, etc. [4] [9]. The
RSA technique is one of the most widely-used public key encryption tech-
niques [10] [11]. Currently, RSA seems to be very secure [4] [12]. Howev-
er, since the main steps of the RSA technique are publically known, many
different attacks are possible against this technique to identify a ciphered
message and try to retrieve the original message [4] [13].

This study proposes using the addition of factor F along with RSA to the
make the cryptanalysis task more difficult. Furthermore, LSB image-based
steganography technique is used for hiding the message. To enhance the
security level of the standard LSB algorithm, our proposal is to generate a
random sequence of points. Applying randomization to hide message bits
instead of storing them in a systematic way makes the system more secure.
The attacker not only needs to predict which pixels that hide the data, but
also must rearrange them in the correct sequence. The suggested system
achieves a significant security improvement with high image quality.

The rest of this paper comprises eight sections: Section 2 presents some
relevant works. Section 3 introduces the standard RSA technique. Sec-
tion 4 discusses the modified RSA technique. Section 5 describes Linear
Congruential Random Number Generator. Section 6 describes embedding
message bits into cover image. Section 7 presents the fidelity measures.
Section 8 provides the experimental results of the proposed technique.
Lastly, Section 9 presents the conclusions.

Related Works
Uppal et al. developed a system of double layers that combines an en-



Sinan A. Najil et. al.
2902 Opcion, Afio 35, Especial N° 20 (2019): 2899-2921

hanced RC6 algorithm for encryption and LSB technique for image steg-
anography [14]. The enhanced RC6 cryptography uses 8 x 32-bit registers.
Along with these registers, the inclusion of integer multiplication in this
algorithm increases the diffusion per round. The authors show that their
system provides a highly secured communication.

In [15], Saraireh proposed the filter bank cipher technique for encryp-
tion, where this technique offers high speed and enhanced security level.
Message embedding is achieved using the Discrete Wavelet Transform
(DWT)-based steganography.

Saleh et al. offered a system that comprising two stages. In the first stage,
the secret message is encrypted using a modified version of the AES al-
gorithm that is named AES MPK algorithm [16]. In the second stage, the
PVD-MPK and MSLDIP-MPK techniques are combined and used to hide
the encrypted message in gray-scale images

Pujari and Shinde proposed to apply Blowfish encryption algorithm to
convert a plain text file into a cipher text file [17]. Then, the produced
ciphered text is embedded into a cover image using LSB-based steganog-
raphy. The Blowfish algorithm is a symmetric block cipher that uses a
variable key length.

Kumar and Sharma presented a modified LSB technique, i.e., Hash-LSB
alongside the RSA algorithm to provide greater security [18]. The Hash-
LSB is based on a hash function to create a pattern for hiding message bits
in the cover image. Then, each 8-bits of the message will be embedded in
sequence of (3, 3, 2) bits into Red, Green and Blue channels of each pixel
within the cover image.

Similar work was presented by Satar et. el. [19]. They proposed using Dif-
fie-Hellman algorithm to generate the traversing path of pixels to be used
for hiding message bits.

Dhamija and Dhaka described a secure scheme for exchanging informa-
tion within cloud servers [20]. The proposed scheme uses one’s comple-
ment method, that they named SCMACS. It is based on symmetric key
principles where both sender and receiver share the same key to encrypt
and decrypt data. In the steganography step, they use the standard LSB
algorithm.

Pillai et al. presented a method of clusters where the cover image is divid-
ed into several segments and then hides the message bits in these segments
[21]. Among the numerous methods that have been proposed in the lit-
erature, the authors used the K-means clustering technique to produce the
clustering results.
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In [22], the authors proposed using MP3 files for hiding data. The secret
data are encrypted using Advance Encryption Standard (AES) algorithm
along with Message Digest (MDS5) hash function for key generation and
processing. Then, the encrypted data are embedded in the homogeneous
frames of the MP3 audio files.

Patel and Meena [23] presented a similar system that uses dynamic key
cryptography. The dynamicity of key is based on rotating the key where
each rotation step generates a new key. In this scheme, Pseudo Random
Number Generator (PRNG) is used for pixel selection.

More related works can be found in [8] [9] [24] [25] [26] and [27] .

Standard RSA Technique

The RSA technique was proposed by three researchers from MIT, Ron
Rivest, Adi Shamir and Leonard Adleman in 1977 [4]. It is based on the
property of modular exponentiation and presents the structure of public
key cryptosystem. The RSA is an asymmetric technique. The advantage
of this technique is that it offers high security level when the key is suffi-
ciently large. The same algorithm can be used for encryption and decryp-
tion. Nowadays, the RSA method has become one of the most widely-used
public key encryption techniques and plays a crucial role in a wide range
of information security applications.

Using the RSA technique involves three steps: key generation, encryption,
and decryption [4] [13].

3.1 Key Generation
In standard RSA, the sender creates his public and private keys with the
following procedure [4]:
1) Choose two prime numbers p and q.
2) Calculate the modulus n=p x q.
3) Calculate m = (p-1) x (g-1).
4) Choose the public encryption key e, where 1 <e <m and gcd(m,e)
=1
5) Determine the private key d. Utilize Euclidean algorithm to get
dxe
mod m=1 where d is the multiplicative inverse of e.
6) The public key consists of (e,n)
7) The private key consists of (d,n)
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3.2 Encryption

Now, for encrypting a secret plain text message M, the message is convert-
ed into an integer number using any padding scheme. Then, the cipher text
C is generated using the public key (e,n) as follows:

C = M°modn (1)

3.3 Decryption
The decryption in RSA is also an exponential operation. So, the original
plain text M is retrieved using the private key (d,n) as follows:

M=C%modn (2)

Modified RSA for cryptography

Although RSA technique offers high security level, many different attacks
are possible against this technique. These may include brute-force, guess-
ing, timing attack, and mathematical attack [4] [13]. To provide a strong
algorithm and make the task of the cryptanalysis more difficult, one should
keep the value of p and q more secure. If the attackers succeed in guessing
the values of p and q, the value m and n can be easily computed. If this is
achieved, all messages encrypted with the public key can be decrypted.
The main idea of the new approach is that instead of using two prime
numbers p and g, we propose using additional factor F that will be used in
equation No. (1) using the public key (e,n) as follows:

C = (M*modn)XF (3)

where F is a randomly chosen positive integer. The sender and receiver
should agree in advance to use F prior to communication. The multiplica-
tion of C by F will make cryptanalysis more confusion because guessing
the value of three numbers is much harder than guessing the value of two.
Therefore, the factor F is considered as an additional key that makes the
search space relatively high and accordingly improves the general security
level of the system.

At the receiver end, retrieving the original message of the decrypting equa-
tion No. (2) will require the use of the private key (d,n) as follows:

M= (ICT)d mod n (4)
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Linear Congruential Random Number Generator (LCRNG)

Hiding data on a systematic basis such as sequential pixels, zigzag path,
edge points, etc. leaves the system open to many steganalysis techniques.
Consequently, the attacker can detect the inclusion of a secret message
within the image. Thus, it is important to have an additional level of secu-
rity to protect the data.

In this work, the Linear Congruential Random Number Generator
(LCRNQ) is used to generate a random set of pixels (i.e., traversing path).
LCRNG was first proposed by Lehmer [28] to generate a sequence of ran-
dom integers X, X, , ..... in range [0, n-1]. Nowadays, the LCRNG is
considered one of the most widely-used techniques for the generation of
random numbers. The initial value x 0 is called Seed number. Each suc-

cessive random number X i) is generated as follows [16]:

Xies=a=»x;+b modn (5)

where a is constant multiplier, b is the increment, and n is modulus.
Now, the attacker not only needs to find the pixels that hold the secret bits,
but also must determine the correct combination of these bits in recon-
structing the hidden data.

Selecting the values for a, b, n, and x significantly affects the statistical
properties of the traversing path. Changing any of these values leads to
complete change in the generated list of points.

Least Significant Bit (LSB)

The purpose of this stage is to embed a ciphered text in an innocent-looking
cover image. In computing, digital images are arrays of numbers created
from the physical scene picture. These numbers represent the intensity val-
ues of the image pixels [1]. For gray-scale image, the most common system
used is 8 bits per pixel. Thus, for each pixel there are 256 intensity values.
For true-color image such as RGB images, the most common system used
is 24 bits per pixel. This implies that each pixel offers 256x256x256 =
16.7 million colors [29]. A slight alteration in pixel intensity will produce
indistinguishable change in pixel appearance and it remains difficult for
the Human Vision System (HVS) to detect the slight changes [27]. From
our point of view, Least Significant Bit (LSB) algorithm is among the most
significant algorithms. It is based on a substitution procedure to replace
the least significant bit (i.e., 8th bit) of original pixel’s intensity with the
secret message-bit directly [12] [10]. This means that the secret message is
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converted into a bit stream and sequentially overwrites the least significant
bit of the image’s pixels [3]. The main characteristics of LSB can be sum-
marized as follows: easy to understand, fast processing, and less distortion.
In this work, the LSB algorithm is utilized for hiding the cipher text. The
general step-by-step algorithm at the sender’s end is listed as follows:

Input: Message M, Cover-image of size NxM, Public-key, Seed number
S, factor F.
Output: Stego-image.

A. Apply eq. No. (3) to encrypt the Message M using public key (e,n)
and the factor F.

B. Compute the size Z of the ciphered text message.

C. Convert the three-dimensional cover-image (i.e., RGB-image) into
one-dimension array | with index of each pixel (NxMx3, 1).

D. Generate a traversing path of random points that will hold the mes-
sage bits using LCRNG techniques as described in Section 5.

E. Convert ciphered text bytes into binary stream bits.

F. Hide the binary stream bits of the ciphered text in I using LSB algo-
rithm at random points generated by Step D.

G. Reconstruct the image by converting the one-dimension array I into
three-dimensional colored image (i.e., Stego-image).

H. Output Stego-image

At the receiver end, the receiver will use the stego-image and the
above-mentioned parameters to retrieve the original message.

Fidelity Measures

Fidelity measures refer to the type of measures utilized to compute the dif-
ference level between the original cover-image and the resulting stego-im-
age after embedding the secret message. The most used fidelity measures
are: Mean Square Error (MSE), Peak Signal to Noise Ratio (PSNR), and
Structural Similarity Index Measure (SSIM):

7.1 Mean Square Error (MSE)
The mean square error represents the cumulative squared error (i.e., pixel
differences) between the two images. The MSE is calculated as follows
[7]1[25]:

MSE = % XZ[C(L D=SGDE (6
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where m and n are the image dimensions and C(i,j) and S(i,j) are the cover
and stego-image pixels respectively.

7.2 Peak Signal to Noise Ratio (PSNR)
The PSNR is a measure of the peak error. A higher PSNR means better
quality image [6] [30]:

2

R
NR = o 7
PSNR = 10 logso 3re (7

where R is the maximum possible value of the pixels’ intensities.

7.3 Structural Similarity Index Measure (SSIM)

Inclusion of a recent measure such as Structural Similarity Index Metric
(SSIM) can provide a fair comparison along with MSE and PSNR. The
SSIM is regarded as one of the most powerful methods of assessing the
visual closeness of images, which can be calculated as follows [31]:

@x by+ €:) 205y + C)

SSIM(x,y)

P Wi =0 ) oE+ ai Gy )

(8)

where p is the mean intensity, 6 is the standard deviation, C, and C, are

constants > 0 that are included to avoid instability when u_muyghbv cvx
2 2 2 2

Hx s Hy Oxy» Hx» Hys 0x, 0y are very close to zero.

8. Experimental Results

The experimental results provided in this section define the performance
of the proposed technique. Our system was carried out on Intel (R) Core
17 processor with 8-GB RAM on Windows platform. We used MATLAB
R2017b package for the implementation of the modified RSA and standard
LSB algorithm. The results showed that the proposed system achieved a
significant security improvement with high image quality.

For qualitative evaluation, Figure 1 shows examples of applying the pro-
posed technique. The top row of this figure shows the original cover-im-
age; while the second row shows the corresponding resulting stego-image.
As shown in this figure, the original cover-image and the resulting ste-
go-image are visually almost identical. In other words, the stego-image
does not contain any detectable defects caused by hiding information.
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Mandrill Lena Sails

Figure 1: Sample of experimental results. The first row of this figure shows the original cover-image, while
the second row shows the corresponding resulting stego-image.

For quantitative evaluation, the lower the value of MSE, the lower the
error. The higher PSNR value and SSIM close to 1, i mplies less
defects and better visual quality of image. Table 1 shows the calculated
PSNR, MSE and SSIM using different lengths of secret message in the
five images that are shown in Figure 1. The length of the secret message
includes: 52, 105, 158, and 211 characters.

Table 1: The PSNR, MSE and SSIM experimental results

No. of PSNR Aver.nge Average SSIM
Char. | Mandrill Lena Peppers Boy Sails PSNR MSE
52 80.9279 | 82.0359 | 80.8549 83.3767 83.8446 82.2081 0.000406 1
105 77.9493 | 78.8527 | 78.0619 80.536 80.7225 79.2244 0.000802 1
158 76.0906 | 76.9004 | 76.1954 78.0599 79.0121 77.2516 0.001230 0.999999
211 74.7906 | 75.8067 | 74.7448 77.3285 77.7273 76.0795 0.001668 0.999998

Figure 2 shows the histograms of the three color channels (i.e., Red,
Green, and Blue) for the cover- image and its corresponding ste-
go-image. The top row shows the original cover-image; while the
second row shows the resulting stego-image. The three histograms
of the stego-image are highly similar to their respective original his-
tograms.
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Image Red Channel Green Channel Blue Channel

Figure 2: Histograms of the color channels (i.e., Red, Green, and Blue) for the cover-image and its
corresponding stego-image. The top row shows the original cover image; while the second row shows the
resulting stego-image.

Conclusion

Information security (IS) is an essential issue in the storage and ex-
change of information between different parties. The main goal of
any IS system is to protect the information from various attacks. The
IS has attracted much attention and has been studied for decades by
mathematicians, information technology specialists, and engineers.
Many research demonstrations and commercial applications have
been developed from these efforts. It is a challenging field as technol-
ogy changes literally on a daily basis. A first step of any IS system is
to encrypt the information. However, encrypting the plain text could
attract the immediate attention of a third party.

This study aims to develop a system that provides an enhanced level
of security. The system involves three main steps: message encryp-
tion, random traversing path generation, and image-based steganog-
raphy. We have proposed a modified RSA algorithm to make the
cryptanalysis task more difficult. LSB image-based steganography
technique is used for hiding the message with a random selection
of pixels that hold a secret message. Applying randomization to hide
message bits rather than storing them in a systematic basis makes the
system more secure. Furthermore, even though that the attacker can
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locate the pixels that hide data; the retrieved data bits cannot be pro-
cessed because they are already ciphered. The inclusion of additional
factor F along with RSA algorithm makes the search space relatively
high. In general, retrieving the original data without knowing the
architecture of the proposed technique is really difficult. Compared
to standard RSA and LSB techniques, the proposed system achieves
a significant security improvement with high image quality.
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