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Abstract

The objective of the study is to identify the key factors of the
stability of state information in the face of terrorist threats based
on the review of existing research in this area, and to identify the
main approaches to ensure the stability of state information in
the face of terrorist threats. Based on the analysis of scientific
works, the factors of the state’s resistance to cyberterrorism are
identified and the main approaches are organized to ensure the
stability of state information in the face of terrorist threats. The results of
the study provide an understanding of the key factors needed to achieve the
legal, technical, organizational, and operational areas of state resilience to
cyber threats. Further research may aim to perform empirical calculations
of indicators from around the world to determine certain dependencies in
the field of cybersecurity. It is concluded that factors such as the growing
impact of information and communication technologies on public relations,
production activities, the operation of infrastructure facilities and the
activities of public authorities, indicate that the issue of security as a line of
scientific research is urgent.
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La estabilidad de la informacién del Estado frente a las
amenazas terroristas

Resumen

El objetivo del estudio es identificar los factores clave de la estabilidad de
la informacion del estado frente a las amenazas terroristas basandose en la
revision dela investigacion existente en esta area, e identificar los principales
enfoques para garantizar la estabilidad de la informacion del estado frente
a las amenazas terroristas. Con base en el anéilisis de trabajos cientificos,
se identifican los factores de la resistencia del estado al ciberterrorismo y
se organizan los principales enfoques para garantizar la estabilidad de la
informacion del estado ante amenazas terroristas. Los resultados del estudio
proporcionan una comprension de los factores clave necesarios para lograr
las areas: legales, técnica, organizacional y operativa de la resiliencia del
estado a las amenazas cibernéticas. La investigacion adicional puede tener
como objetivo realizar calculos empiricos de indicadores de todo el mundo
para determinar ciertas dependencias en el campo de la ciberseguridad. Se
concluye que factores como el creciente impacto de las tecnologias de la
informacion y la comunicacion en las relaciones publicas, las actividades
de produccioén, el funcionamiento de las instalaciones de infraestructura y
las actividades de las autoridades publicas, indican que urge el tema de la
seguridad como linea de investigacion cientifica.

Palabras claves: estabilidad de la informacién; estado; ciberterrorismo;
ciberseguridad; amenazas.

Introduction

The threats that pose both local and global dangers are growing with
the development of information and communication technologies (ICTs),
their spread and penetration into virtually all spheres of human activity.
Information and communication technologies allow access to information,
doing business, developing and maintaining professional and personal
communication, as well as involving public authorities and expanding
governance. Cyberspace and ICT provide huge growth potential at virtually
every level (United Nations, 2017), which requires the state to provide a clear
vision of threats and coordinated action to implement security functions
(Kruhlov et al., 2020). The growing number of users, the operation of
critical infrastructure systems based on digital software involves incidents
of external unauthorised interference with the aim of committing crimes,
attacks, fraud and terrorist acts. Today’s scale of negative impact on
security systems has reached the international level, when terrorist attacks
and hybrid information warfare are realised through interventions in the
information infrastructure.
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Because the cyberspace environment is not limited by any regulatory
limits, clandestine cyber-attacks can be carried out by a person or group
of people at an incredible speed from a distance of thousands of miles
without significant physical cost. The damage from such cyberattacks can
be as critical as from ordinary war. A terrorist organisation with limited
manpower and infrastructure can carry out cyber-attacks from anywhere,
causing significant loss of infrastructure, finances or human life. In the
absence of a formal definition of a cyber-terrorist, countries use different
strategies to combat this phenomenon, but the very perception of the threat
of cyber-attack is fully understood by all countries in the world as regards
the possibility of causing significant harm (Albahar, 2019).

The study (UNICRI, 2014) found that, although cyber threats consisted
mainly of viruses, Trojans, over time cybercriminals began to take advantage
of social engineering technologies, such as phishing, targeting employees
with direct access. to databases with confidential information; credit card
fraud; special denial-of-service attacks; theft of public and private data.
The World Economic Forum estimates that cyber-attacks and cybersecurity
violations will be one of the most likely risks to humanity in the next ten
years (WEF, 2021).

The FBI said the financial loss from cyberattacks in 2019 exceeded
$ 3.5 milliard, and the United States was not ready to defend itself
against cyberattacks. Following the 2020 coronavirus pandemic and the
implementation of large-scale remote operation plans, the threat of possible
attacks and crisis plans have become more dangerous. According to the
International Monetary Fund, the number of cyberattacks has increased
significantly, with the largest number of victims being government agencies
and financial services (IMF, 2020).

As cyberspace evolves rapidly, the cyber threats of the recent past have
also changed. Not only have they multiplied in terms of the means to
commit them, but they have also grown into cybercrime, cyberterrorism,
cyber espionage, and cyberwarfare (United Nations, 2017). At the same
time, the threat of terrorism is increasingly being considered as one of the
greatest threats to society, affecting the quality of life of people around the
world (Kumar et al., 2019). Terrorist acts can destabilise governments,
undermine civil society, threaten peace and security, threaten social and
economic development, and have a particularly negative impact on certain
groups (United Nations, 2008).

Cyberterrorism is defined as terrorism-related activities that can be
organised from anywhere in the world using a computer with a hidden
Internet Protocol address. Cyberterrorism involves the use of information
technology by terrorist groups orindividuals to pursue their own goals, which
may include organising and carrying out attacks on networks, computer
systems and telecommunications infrastructures, as well as exchanging
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information or creating threats electronically (Palasinski and Bowman-
Grieve, 2017). In the process of an act of cyberterrorism, a deliberate attack
or threat is made by private entities based on the use of cyberspace to
entail real consequences in order to cause fear, coercion to fulfil social or
ideological goals. The consequences can be physical, psychosocial, political,
economic, environmental or other problems outside of cyberspace (Plotnek
and Slay, 2021).

Cyberterrorism actually uses modern technology to take advantage of
the strategic weaknesses of the system and use them to achieve their own
goals. Areas of illegal action may be: the use of the Internet for interaction
between terrorists; creating access to a variety of information stored on
the Internet, indicating possible purposes, as well as providing technical
details; use of the Internet to spread terrorist ideas and ideologies of a
terrorist organisation and to carry out terrorist attacks via the Internet.
Most terrorist groups use basic methods: electronic attack which blocks
computer systems; introduction of malware into computer systems and
information transmission channels; attack on computer networks using
malware and taking advantage of vulnerabilities in computer software in
order to steal some data or destroy them (Vili¢, 2017).

Cyberterrorism usually involves illicit actions against computer systems,
computer networks, and the Internet using malware, viruses, and other
technologies to achieve their goals (United Nations, 2017; Backhaus et al.,
2020). Contemporary literature offers a conceptual explanation by placing
cyberterrorism in a typology of cybersecurity challenges (Veerasamy and
Grobler, 2015).

The risk of cyber-terrorist attacks on the country’s critical infrastructure
is extremely high. Due to their vulnerability and complexity, damage to the
country’s infrastructure can negatively affect the country’s development
(Dombe and Golandsky, 2016). A system of targeted cyber-terrorist attacks
can include a country’s critical infrastructure that creates problems in the
telecommunications system, transportation system, power grid system,
utility system, and other important systems needed to run the country. The
threat of cyber-terrorist attacks will continue to grow as people become
addicted to the Internet, increasing the potential for cyber-terrorist attacks.
The introduction of mechanisms of secure technologies, policies, actions of
law enforcement agencies allow the computer network and systems to be
less vulnerable and manage the risk of cyberterrorism, as each mechanism
has its own functions in this fight (Ponnusamy and Rubasundram, 2019).

Critical infrastructure refers to organisational and physical facilities
and structures that are vital to society and the economy, and failure or
degradation will lead to persistent service shortages, significant public
safety breaches, or other negative consequences (Rass et al., 2020).
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Considering cyberterrorism as illegal actions, causing harm, causing
damage and negative impact or violation of the integrity and effectiveness
(in some cases — destruction) of critical infrastructure, it can be determined
that the actions of the state and entities performing cybersecurity
functions should use a wider approach to issues of ensuring information
resilience to terrorist threats. The concept of cybersecurity should consider
cyberterrorism as one of the most dangerous crimes against individuals,
politicians, society, legal entities, information and physical objects and the
state. It follows that measures to ensure the information stability of the
state to the terrorist threat should include actions provided in the event of
the occurrence and detection of cyber fraud, cyber espionage, cybercrime,
cyber-attacks and other widespread cyber threats.

Cybersecurity is an important part of local governance based on reliable
information technology. Thus, well-defined key factors of information
stability of the state to terrorist threats should become an important
regulatory development, which can in some way adjust a separate vision
of cybersecurity policy and directions of both scientific and practical
developments in the field of cybersecurity.

The aim of the study is to identify key factors of information stability of
the state to terrorist threats (resilience of the state to cyberterrorism) based
on the review of existing research in this area and identify key approaches
to ensuring information resilience of the state to terrorist threats. The main
research objectives are the following:

1. Develop methodological approaches to the search and identification
of modern research related to aspects of information stability of the
state to terrorist threats.

2. Identify key factors in the state’s resilience to cyberterrorism.

3. Arrange the identified factors and identify the main areas of
cybersecurity.

4. Compare the obtained results with the existing methodological
approaches of the world’s leading institutions on cybersecurity and
countering cyberterrorism to identify the reliability of the research
results.

5. Propose approaches that can ensure the information security of the
state from terrorist threats.

1. Methods

The methodological approach of the study is based on several stages.
From 2014 to 2021, the Scopus search was used to identify scientific
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publications related to the information stability of the state to terrorist
threats. Applying the review method considered by previous researchers (Yi
and Chan, 2014; Osei-Kyei and Chan, 2015; Darko and Chan, 2016; Yu et al.,
2018), scientific articles on the information stability of the state to terrorist
threats are reviewed in order to identify trends in the study of this topic and
consider key areas of research. The review method includes: selection of
journals (Social Sciences; Computer Science; Business, Management and
Accounting; Economics, Econometrics and Finance); selection of relevant
articles; identification of factors that ensure the information stability of the
state to terrorist threats.

A visual examination of the titles, abstracts and keywords of the articles,
which explore the means of ensuring the information stability of the state
to cyberterrorist threats, helped to identify the necessary sources. The
selected articles identify the key factors of information stability of the state
to terrorist threats and provide the classifications. When choosing the key
factors, the condition of their research was taken into account in at least
two articles for a certain period of time. Suggestions and conclusions are
drawn based on the obtained data.

The search in the Scopus database according to the established
restrictions found 389 articles. Visual examination of the titles, abstracts
and keywords of the articles, which explore the means of ensuring the
information stability of the state to cyberterrorist threats, identified 40
articles for further analysis. Although the sample size is small, it may be
sufficient for further analysis and can be considered satisfactory for drawing
conclusions.

2. Results

As a result, selected 40 articles published in 26 scientific journals were
reviewed to identify key factors in the information resilience of the state
to terrorist threats. Table 1 summarises the results of the analysis of key
factors of information protection of the state, which are published in 26
scientific journals.
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Table 1. The results of the analysis of identifying key factors of

information resilience of the state to terrorist threats

Factors
o that ensure Publications Number of
4 information publications
stability
(Quincozes et al., 2021), (Kannari et
al., 2021) (Binbusayyis and Vaiyapuri,
Detection of 2021). (Moraboena et al., 2020), (Thapa
1 | network intrusions et al., 2020), (Tian et al., 2020), (Handa L
and attacks et al., 2019), (Camacho et al., 2019), 4
(Bhamare et al., 2020), (Jamei et al.,
2016), (Taha et al., 2018), (Adhikari et
al., 2016), (Rehman et al., 2021).
Avplication of (Branch, 2020), (Kulesza and Weber,
irI:tI; rmational 2021), (Sturc et al., 2020), (Carvalho et
2 al., 2020), (Markopoulou et al., 2019), 7
law and legal
reculation (Park et al., 2018), (Kulesza and Weber,
& 2021).
Detection of (Cascavilla et al., 2021), (Sadik et al.,
current threats 2020), (Lee and Lim, 2016), (Gonzalez-
3 L Granadillo et al., 2018), (Catak et al., 7
data anomalies
and malware 2021), (Jagtap et al., 2021), (Ma et al.,
2021).
Cybz;glzelé{cgrence (Yau, 2020), (Wilner, 2017), (Nespoli et
4 deterr};nce al. 2021), (Gourisetti et al., 2020). 5
Interstate (Lee and Lim, 2016), (Cho and Chung,
5 cooperation 2017), (Gorka, 2018). 3
6 Cybersecurity (Neisse et al., 2020), (Hernandez- 5
certification Ramos et al., 2021).
7 Cyber insurance (Herr, 2021), (Lau et al., 2020). 2
Standardisation of
8 cougltledrrélseea(s)lflres (Nespoli et al., 2021), (Syafrizal et al., 5
cybersecurity 2020).
standards
. Threat simuation | (v et al., 2020), (Cascavilla et al, )
assessment 2021).
10 | Digital forensics (Lee and Lim, 2016), (Alharbe, 2020). 2

Source: own elaboration.
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The above 10 key factors of information stability of the state to terrorist
threats are further analysed and classified into different areas of approaches
to cybersecurity. Based on the analysis, the identified factors were arranged
and three key areas of approaches to cybersecurity were identified, taking
into account the tools studied above, which provide information stability
(Table 2). As cybersecurity has a wide scope, covering many industries
and different sectors, level of development or opportunities, it should
be noted that mainly approaches to ensuring information stability of the
state to terrorist threats are focused on legal, technical, organisational and

operational areas.

Table 2. Analysis of key areas of approaches to information
stability of the state to terrorist threats

Key areas of approaches to
cybersecurity

Factors that ensure information
stability

Legal area

Application of international law
and legal regulation.

Interstate cooperation.
Cybersecurity certification.

Cyber insurance.

Technical area

Detection of network intrusions
and attacks.

Detection of current threats, data
anomalies and malware.
Standardisationofcountermeasures
and use of cybersecurity standards.

Organisational
area

and operational

Cyber intelligence and cyber
deterrence (reduction of danger
and vulnerability).

Threat simulation and risk
assessment.

Digital forensics.

Source: own elaboration.

According to the analysis, it is necessary to dwell on individual provisions
that define the established limitations in the study.
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3. Discussion

Thus, after reviewing and analysing the factors of information resilience
of the state to terrorist threats, 40 articles were identified from 26 journals
that explored various issues related to cybersecurity and cyberterrorism.
The review identified 10 key factors in the state’s information resilience
to terrorist threats. The most widely studied factors were: “detection of
network intrusions and attacks”, “application of international law and legal
regulation” and “detection of current threats, data anomalies and malware”.
These 10 factors of information stability of the state to terrorist threats were
used to develop a generalised approach to determining the legal, technical,
organizational and operational areas used in ensuring the resilience of the
state to cyberterrorism.

As noted, the search for scientific sources established limits on the time
period of the sample. We believe that the found studies for 2014-2021 more
relevantly reflect the approaches used to ensure the information stability of
the state to terrorist threats. However, a wider period of time would allow
identifying additional approaches that are not considered in this study.
The use of the Scopus search was substantiated as follows: most scientific
publications in the fields of management, accounting, engineering,
business and social sciences have been archived in this database (Hong and
Chan, 2014). However, the research does not take into account the articles
indexed in the Web of Science database, which probably reduces the
number of studies addressing the issue of state resilience to cyberterrorist
threats. Another feature is the limitation of the number of key factors by
the presence of two or more publications where certain factors have been
studied. In our opinion, this demonstrates more relevant and interesting
areas of research on the state’s resilience to cyberterrorist threats.

The current approaches reflected in the study seek new levels of
countering cyberattacks, especially when related to government facilities
and critical infrastructure, namely power system security, industrial
management systems (Handa et al, 2019). Other areas of the fight
against cyberterrorism may be: risk, threat and vulnerability assessment;
emergency response plan; assessment of security procedures; intelligence
data collection; partnership with special rapid response services.

Information security issues are constantly on the agenda in the
EU, as member states need strong cybersecurity for their markets,
significant progress in countries’ technological capabilities and a broader
understanding of everyone’s role in countering cyber threats. In response,
new initiatives are proposed in three key areas: strengthening resilience to
cyber-attacks and strengthening the EU’s cybersecurity capacity; creating
an effective criminal law response; strengthening global stability through
international cooperation (Carvalho et al., 2020).
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From the point of view of the consequences of measures aimed at
ensuring the information stability of the state to terrorist threats, the issue
of determining the level of prevention of cyber threats in different countries
is methodologically considered by individual research institutions. The
E-Governance Academy (eGA), established as a joint initiative of the
Estonian government, the Open Society Institute (OSI) and the United
Nations Development Programmes, has developed its own methodology
for determining the National Cyber Security Index (NCSI). The National
Cyber Security Index is a global index that measures countries’ readiness to
prevent cyber threats and manage cyber incidents. NCSI is also a database
with publicly available evidence and tools to build national cybersecurity
capacity. NCSI focuses on measurable aspects of cybersecurity implemented
by the state: current legislation (legal acts, regulations, orders); provided
administrative structures (existing organisations, departments); formats of
cooperation (committees, working groups); results (policies, technologies,
websites, programmes) (EGA, 2021b).

Analysing the indicators of the National Cyber Security Index of 100
countries in 2018 and 2021, we can see that the vast majority of studied
countries have improved their Cyber Security Index (Figure 1).
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Figure 1. Diagram of the progress of individual countries in the
world according to the National Cyber Security Index, 2018-
2021 (EGA, 2018; EGA, 2021a)
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The readiness of the potential to fight cybercrime is assessed by the
following dimensions: political framework; legal framework; criminal law;
electronic evidence; jurisdiction; guarantees; international cooperation;
capacity building (United Nations, 2017). Another approach to determining
the level of cybersecurity in the country is the Global Cybersecurity Index
(GCI). International cooperation of many stakeholders in the field of
cybersecurity at the initiative of the International Telecommunication
Union (ITU) focuses on the following aspects: legal (legislation, regulation,
measures based on the legal institutions and entities in the field of
cybersecurity and cybercrime); technical (technical mechanisms and
capabilities, measures based on the institutions and response entities in the
field of cybersecurity); organisational (national cybersecurity development
strategies, cybersecurity indicators, policy coordination institutions and
cybersecurity development strategies); capacity building (standards of
certification and accreditation of cybersecurity specialists and public sector
institutions, publicinformation, research and development, educational and
training programmes); cooperation (existence of partnerships, cooperation
frameworks and information exchange networks, multilateral agreements,
participation in international forums). These identified aspects form the
basis of the indicators for the Global Cyber Security Index, as they are an
integral part of the national cyber security culture (ITU, 2019).

Thus, in addition to traditional methods of action through policies,
laws and institutions, governments must also seek additional resources,
including consumer information and private sector involvement. The state
constantly faces with the problem of ensuring international compatibility.
Issues of jurisdiction and international cooperation pose significant
difficulties for the investigation and prosecution of multinational
cybercrime cases. Moreover, the challenges of some states operating within
an insufficiently specific cybercrime legal framework often hinder the fight
against transnational acts (United Nations, 2017).

Strategic autonomy in the age of digital technologies allows the EU
countries to maintain their independence and authority. The Strategy Paper
of the European Political Strategy Centre (EPSC) defines three dimensions
of digital sovereignty: industrial, operational and political (EPSC, 2019).
Industrial dimension requires meeting digital needs (use of digital
technologies to ensure the resilience of infrastructure to cyberattacks).
The operational aspect is related to the sustainability of the European
communication infrastructure, as well as information and communication
technology (ICT) systems. The political dimension determines the impact
on norms and standards of information technology and the ability to define
one’s actions and norms (Debar et al., 2021).

The institutional approach envisages the creation and effective
functioning of bodies that shape cybersecurity policy and are at the forefront
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of the fight against cybercrime. One such institution is the European Union
Agency for Network and Information Security (ENISA), which is the most
important institution in the European Union in the field of network and
information security, being part of the European cyber security strategy.
ENISA was set up to promote better cooperation between the authorities of
different Member States. ENISA’s role is to establish a high level of network
and data security in the European Union, to warn citizens about the risks
and to promote a safety culture on the Internet for the benefit of citizens,
consumers, businesses and public authorities. ENISA’s responsibilities are
to support the development of European Union policies and regulations in
the field of network and data security; supporting the development of new
solutions in the digital world; cooperation between competent authorities
and other interested institutions; support for research, development and
standardisation; cooperation with EU bodies and organisations, including
those responsible for protection against high-tech crimes, confidentiality
and data protection; working with international organisations to promote
international cooperation in the field of network and data security (Carvalho
et al., 2020). ENISA identifies data security, robust software platforms,
cyber threat management and response, robust hardware platforms, user-
oriented cryptography and security tools, and digital communications
security as cybersecurity research priorities as (Debar et al., 2021).

Aswe can see, the approach used in identifying key factors of information
stability of the state to terrorist threats identified the main directions
in research on the state’s resilience to cyberterrorism: legal, technical,
organisational and operational areas. Emphasising the need to further
expand the time limits in the study and the use of various scientometric
databases, it should be noted that institutions that analyse and ensure
cybersecurity around the world mainly focus on legal aspects, technical
approaches, organisational and operational areas. This supports the
correctness of the methodological approach, as well as the generalisations
and conclusions made.

The results of the study allow determining the need to implement
approaches that can ensure the information security of the state from
terrorist threats. Information protection should be based on the constant
study of cyber threats, their evolution, the emergence of vulnerable
elements; study of modern changes and monitoring of cyberterrorism
technologies; defining goals and priorities of information stability; actions
to prevent and respond to unauthorised intrusions and attacks; outsourcing
of individual functions; checking the effectiveness of actions related to
ensuring information stability.

One of the effective ways to implement cybersecurity should be the use
of public-private partnerships, which will attract private businesses that
use elements of critical infrastructure; server equipment manufacturers,
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software developers. The use of public-private partnership in approaches to
protection against cyberterrorism will strengthen the functions of control,
coordination and motivation to ensure the information stability of the state.

The studied range of issues should include strategic approaches to
the implementation of state programmes to strengthen cyber resilience,
establishment of the necessary sectoral institutions, the development of
procedures and processes, improving the management of intelligence
activities. Separate objectives of further development of the information
stability of the state to terrorist threats are the improvement of legislation in
thefield of cyber defence and cybercrime, protection of critical infrastructure;
ensuring standardisation and certification; regulation of technical safety
and data processing; expansion of international cooperation; increasing
technical support and attracting qualified specialists. The formation of the
state’s capabilities in the field of cybersecurity involves the implementation
of priority projects, strategy development in the field of critical infrastructure
protection, cooperation with partners.

Conclusion

The issue of factors of information stability of the state to terrorist
threats has become one of the most widely studied, given the penetration
of information and communication technologies in critical infrastructure,
public authorities, livelihoods, and significant consequences of threats and
cyberattacks.

Given the wide scope of cybersecurity, the main approaches to ensuring
the information stability of the state to terrorist threats should identify
legal, technical, organisational and operational areas. The results allow
considering research and monitoring of cyberterrorism technologies;
outsourcing of individual functions; use of public-private partnership;
implementation of state programmes to strengthen cyber resilience;
expansion of international cooperation; technical support, etc. as
approaches to ensuring the information stability of the state to terrorist
threats.

Theresults of this study significantly contribute to the existing approaches
to finding the state’s resilience to cyberterrorism and inform practitioners
about the key areas that need to be considered when developing national
cybersecurity policies. In addition, the results provide a deep understanding
of the key factors necessary to achieve the legal, technical, organisational
and operational areas of state resilience to cyber threats.

This study has some internal limitations that affect the generalisation of
the research results, namely: the approach to the number of works selected
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for further analysis, which does not allow to cover individual research.
However, the results are useful for further research, as the aim was to
identify and summarise the existing key factors in current research that
are important in the cybersecurity system. Further research may accept a
certain list of factors of information stability of the state to terrorist threats
and make empirical calculations of indicators of different countries to
determine the existing dependencies in the field of cybersecurity.
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