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Abstract

The research analyses the implementation of the role of
@ maximizing the level of security in the administration of justice
in the context of the digital economy. Methodologically, the
documentary observation research technique and, to process
sources, sociological-dialectical analysis were used. Digitization as a
transformational factor of many branches of social relations implies
dependence on the implementation of a series of interdependent legal facts
with digital technologies so that the action has a legal and concrete result.
The digital level as a new platform for the implementation of a number
of public functions posing new challenges for the public administration
system and also determines the status of new functions that can provide
a “digital future” with a positive development dynamic. Conclusion mode
everything indicates that, these new functions can be austable in order to
maximize security in the implementation of public functions in response
to new threats. Particularly sensitive is the area of justice administration,
which is also actively introducing many digital tools into the case-resolution
process.
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Implementacion de la funciéon de maximizacion del
nivel de seguridad en la administracién de justicia en el
contexto de la economia digital

Resumen

La investigacion analiza la implementacion de la funciéon de
maximizacion del nivel de seguridad en la administracion de justicia en
el contexto de la economia digital. En lo metodolégico se hizo uso de la
técnica de investigacion de observacion documental y, para procesar las
fuentes, del analisis socioldgico-dialéctico. La digitalizaciéon como factor
de transformacion de muchas ramas de las relaciones sociales implica
la dependencia de la implementacién de una serie de hechos juridicos
interdependientes con las tecnologias digitales para que la accion
emprendida tenga un resultado legal definido y concreto. El plano digital
como nueva plataforma para la implementacion de una serie de funciones
publicas plantea nuevos desafios para el sistema de administracion publica
y ademéas determina el surgimiento de nuevas funciones que pueden
brindar un “futuro digital” con una dinamica de desarrollo positiva. A modo
de conclusion todo indica que, estas nuevas funciones pueden atribuirse al
proposito de maximizar la seguridad en la implementacién de funciones
publicas como respuesta a nuevas amenazas. Particularmente sensible es
el area de la administracion de justicia, que también estd introduciendo
activamente muchas herramientas digitales nuevas en el proceso de
consideracion y resolucion de casos.

Palabras clave: funciones de la administracion publica; seguridad
juridica; informacion digital; medio digital de confianza;
derecho a la proteccion judicial.

Introduction

The administration of justice in the new digital realities necessitates
the confidentiality of transmitted information and the protection of
communication channels, which are becoming a key “digital” link that
provides access to justice in a digital economy.

Currently, access to justice can be implemented (including in electronic
form) through a symbiosis of platforms that provide a technological
algorithm, having legal consequences related to the possibility of initiating
a case and its further development in court. The implementation of this
opportunity is associated with the general digitalization level and we
understand that digital data is becoming a key factor in the development of
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all sectors of public relations as the basis for the transformation of public
administration.

As defined in clause 11 of the “Strategy for the Information Society
Development in the Russian Federation for 2017—2030” (Decree of
the President of the Russian Federation, 2017), the information and
communication technologies have become part of modern management
systems in all sectors of the economy, in the fields of public administration,
national defense, state security and law enforcement. The key tasks are as
follows:

e Application by the government bodies of new technologies to
improve the quality of public administration.

« Creation of management systems based on information and
communication technologies in all fields of public life.

«  Use of e-government infrastructure for the provision of public, as
well as commercial and non-commercial services demanded by
citizens.

1. Methods

The methodological basis of the study was formed by the general
provisions of the procedural sciences: constitutional law, civil procedural
law, administrative procedural law, and criminal procedural law. In
the study, the following methods of scientific knowledge were used:
interdisciplinary, dialectical, sociological method.

2. Results and Discussion

By consolidating the transformation of the public administration
model associated with the use of new information and communication
technologies, we become dependent on the technological factor and faced
with new tasks, which also transform the functions of public administration.
Revealing the functions of public administration, the domestic legal
doctrine includes the following: 1) collection and processing of social
information; 2) forecasting (that is, scientific prediction of changes in
the development of any phenomena or processes based on objective data
and scientific achievements); 3) planning (that is, determination of areas,
goals of management activities and ways, means of achieving these goals);
4) organization (that is, formation of a management system, streamlining



CUESTIONES POLITICAS

Vol. 38 N° Especial (2da parte 2020): 216-225 219

of managerial relations between the subject and the object, determination
of rights and obligations, personnel selection and placement, etc.); 5)
regulation or management (that is, establishing a regime of activities
to achieve management goals and objectives, regulating the behavior of
managed objects, giving directives, etc.); 6) coordination and interaction
carried out to achieve common management goals; 7) control and
accounting, consisting in establishing whether or not the actual state of
the control object corresponds to a given one (Mironov, 2012). The same
approach can be found in foreign doctrine (Borodin, 2014).

However, the new “urgent realities” and the digitalization of all sectors
of public relations become a prerequisite for the formation of new tasks
of public administration, not only on the scale of our state, but it is also
becoming a new global trend. As M. Kemal Oktem notes, automation of
government-population interaction, the interaction based on nanosecond
time intervals, implies innovation in itself. The introduction of innovations
using e-government alsoimplies the existence of such a function as protection
of confidentiality, information security and electronic transactions, access
to online materials, hardware and software, as well as effective technical
support (Kemal, 2010). All this testifies to the emergence of new “digital”
governmental functions at the present stage of state development, which
include maximizing the security level of working with digital data and
providing access to it.

The introduction of information and communication technologies in
the activities of law enforcement agencies as one of the manifestations of
digital transformation of the public administration system requires special
control in ensuring the preservation of digital data and the uninterrupted
operation of systems that can guarantee data security when exercising
the constitutional right to judicial protection. The introduction of digital
technology in the administration of justice is primarily intended to simplify
access to justice.

AsUrszulaNowickanotesinthe contextofconsideringtheuseofelectronic
communications in the functioning of government bodies, the electronic
applications and the electronic deliveries serve to facilitate, streamline and
speed up communication procedures between a citizen and government
bodies, as well as to reduce their number. Nevertheless, many provisions
remain underdeveloped (Urszula Nowicka Electroniccommunication in the
functioning of public administration, 2019). In our opinion, the number
of such problems should include the implementation of the security level
maximization in the administration of justice in the digital economy.

The security level maximization in the administration of justice has
always been present as a function, since the state monopoly on resolving
conflict situations requires a special approach to resolving disputes at any
time requiring prompt external intervention. According to H.H.A Cooper,
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justice should be administered in a safe environment, as the judiciary
and its personal security appear to be at the top of the defense problem.
The author emphasizes the need for appropriate specialized training in
security issues at all levels (Cooper, 2006). Given the digitalization level,
this function should now extend to the virtual plane, which requires close
attention within the framework of e-justice at all stages of the case.

The current Russian procedural legislation establishes the possibility of
initiating proceedings in court and further influence on the development
of procedural relations within the framework of court proceedings on
the basis of written appeals drawn up in electronic form by creating an
electronic document or an electronic image of a document (P. 1 of Art. 3 of
the Civil Procedure Code of the Russian Federation) (Civil Procedure Code
of the Russian Federation 1992, 2002); P. 2 of Art. 45 of the Administrative
Procedure Code of the Russian Federation (Administrative Procedure Code
of the Russian Federation, 2015); P. 1 of Art. 1 of the Criminal Procedure
Code of the Russian Federation (Criminal Procedure Code of the Russian
Federation dated December 18, 2001).

This procedural opportunity, which involves maximizing the security
function in the digital plane, allows talking about digital environment of
trust in the procedural relations (Valeev and Nuriev, 2019; Nuriev and
Khodzhiev, 2015; Nuriev, 2018). The indicated algorithm is achieved due
to the symbiosis of two technological platforms designed to ensure safety
in the administration of justice on a digital plane and to disseminate the
strict procedural form guaranteed by law for the procedural relations
implemented in digital form, and thereby ensuring the implementation of
the constitutional right to judicial protection regardless of the data transfer
method in relations where one of the mandatory parties is the court:

o “Justice” (electronic court filing system).
o Unified Identification and Authentication System.

In accordance with clause 2.1 of the Order of the Judicial Department
at the Supreme Court of the Russian Federation (Order of the Judicial
Department under the Supreme Court of the Russian Federation No. 52,
2014), “Justice” is the state automated system of the Russian Federation,
which is a geographically distributed automated information system
designed to form a single information space of federal courts of general
jurisdiction, judicial bodies, as well as bodies of the judicial department
system. The Internet portal is located at: https://sudrf.ru/.

The automation objects of “Justice” include (clause 2.3.): SCRF -
supreme courts of the republics, regional courts, courts of federal cities,
courts of the autonomous regions and autonomous okrugs; DMC - district
(naval) military courts; DC - district (city) courts; GMC- garrison military
courts; CJ - Council of Judges of the Russian Federation; HQCJ - Higher
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Qualification Collegium of Judges of the Russian Federation; HEC - Higher
Examination Commission for Admission of the Qualification Exam to the
Position of Judge; Judicial Department - Judicial Department under the
Supreme Court of the Russian Federation; RBJD - regional bodies of the
Judicial Department (branches (offices) of the Judicial Department in the
constituent entities of the Russian Federation); FSBI IAC (Federal State
Budgetary Institution “Information and Analytical Support Center”) of the
Judicial Department, its branches.

This automated system, which covers (in addition to the above)
information and technical support for the administration of justice in the
system of arbitration courts and peace justices, is designed to ensure the
security of digital data in the procedural field. As part of the backbone
equipment, “Justice” complex of automation tools also includes: server
and active network equipment, equipment of the subsystems “Information
Security”, “Video Conferencing”, “Communication and Data Transfer”,
“Judicial Clerical Work and Statistics”, “Collective Information Display
Use”, including: servers, firewalls, audio recording and audio-video
recording complexes of court hearings, witness concealment complexes,
information kiosks, video conferencing facilities, switches and routers. At
the same time, the general software used is a combination of proprietary
software tools creating a software environment that ensures the functioning
and information security of “Justice”.

Accordingly, the participants in the controversial procedural relationship
and the court considering the case creates a digital environment of trust that
allows developing procedural relations on a digital plane due to “Justice”
platform, designed to maximize the security function in the administration
of justice. As expressly stated in the Order of the Judicial Department at
the Supreme Court of the Russian Federation No. 251 dated 27.12.2016
(Order of the Judicial Department at the Supreme Court of the Russian
Federation No. 251, 2016), the personal account that the parties to the trial
use as a tool affecting the development of procedural relations in the digital
space is an information resource posted on the court’s official website of the
“Justice” state automated system (www.sudrf.ru) in the information and
telecommunication network “Internet”, intended for the implementation
of the right to submit documents in electronic form to the court by the trial
participants.

“Justice” platform can be accessed by users due to the Unified
Identification and Authentication System (UIAS). In accordance with Art.
2 of the Federal Law No. 149 (Federal Law No. 149-FZ “On Information,
Information Technologies and Information Protection”, 2006), UIAS is a
federal state information system, which is operated under the procedure
specified by the Government of the Russian Federation and which ensures,
in cases stipulated by the legislation of the Russian Federation, authorized
access to information contained in the information systems.
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In accordance with the Resolution of the Government of the Russian
Federation (Resolution of the Government of the Russian Federation No.
977, 2011), the federal state information system called “unified identification
and authentication system in the infrastructure, providing information
and technological interaction of information systems used to provide
state and municipal services in electronic form” (hereinafter - the Unified
Identification and Authentication System) should provide authorized
access to the information interaction participants in a single identification
and authentication system (hereinafter - the information interaction
participants) to the information contained in the state information systems,
municipal information systems and other information systems (Valeev et
al., 2018; Zuev et al., 2017).

Conclusions

The introduction of information and communication technologies in
the activities of law enforcement agencies as one of the manifestations of
digital transformation of the public administration system requires special
control in ensuring the preservation of digital data and the uninterrupted
operation of systems that can guarantee data security when exercising the
constitutional right to judicial protection. Maximizing the security function
in the digital plane allows talking about a digital environment of trust in the
procedural relations.

The indicated algorithm is achieved due to the symbiosis of two
technological platforms (“Justice”; UIAS) designed to ensure safety in
the administration of justice on a digital plane and to disseminate the
strict procedural form guaranteed by law for the procedural relations
implemented in digital form, and thereby ensuring the implementation of
the constitutional right to judicial protection regardless of the data transfer
method in relations where one of the mandatory parties is the court.

In relation to the administration of justice, the authorized secure access
that provides information and technological interaction of information
systems used in the administration of justice is carried out through the
interaction of “Justice” and UIAS systems, since UIAS provides access to
a personal account necessary for working on “Justice” platform using a
verified individual account of UIAS. Accordingly, the interaction of these
technological platforms makes it possible to maximize the security function
in the administration of justice in a digital economy.
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